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Introduction



Internal Controls 



• Information Security Committee.

• Internally working together.  

• Layered Anti-virus approach.

• 100% Multifactor authentication. 

• USCG NVIC Cybersecurity Annex. 

• Robust logging and correlation.

• Backups.

• Vulnerability Management.

• Critical Insight - 24/7. 

Internal Controls



Pandemic



Pandemic
• Adoption to cloud already in process. 

• Perimeter was gone.

• Disaster Recovery and Business Continuity plan just completed. 

• Didn’t miss a beat.

• Education.



Information Sharing



Information Sharing

• 5 years participation in information sharing. 

• Immediate successes.

• February 2020 – Founding board member of the MTS-ISAC.

• Chair quarterly Microsoft 365 Working group.

• Established Regional information sharing network. 



Maritime Information Exchange



Weekly cyber tips

• Tip of the week.
• Phishing emails seen.
• What to expect to see.
• News impacting you or your family.
• Maritime/Port specific cybersecurity.
• Upcoming training/ webinars.



Partnerships



• American Association of Port Authorities (AAPA).
• Washington Public Ports Association (WPPA).
• Columbia River Steamship Operators Association (CRSOA)
• Pacific Northwest Waterways Association (PNWA)
• Fusion Centers.
• InfraGard.
• Maritime Transportation System Information Sharing and 

Analysis Center (MTS-ISAC).
• Multi State Information Sharing and Analysis Center (MS-

ISAC).
• United States Coast Guard.

Partnerships



“Firewalls”



125+ Deployed “Firewalls”
• What do I mean by “firewalls”?

• 11,000+ reported phishing emails over that last two years! 

• People, Process, Technology. 

• Rapid change. 





What’s next?



What’s next

• Adapt.

• Email Security.

• Revamp Cybersecurity training.

• Information sharing.



Thank You
Chris Carter
Information Security Analyst
Chris.Carter@portvanusa.com
360-693-3611
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